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SOLUTIONS BRIEF

CREDANT Mobile Guardian
Responsible Management of 
Endpoint Data Security for Law Firms

THE LEGALITIES OF COMPLIANCE
Data protection or lack thereof, makes headlines. Yet for law firms, data security 
can be particularly tricky.

Mandates concerning discovery and disclosure in legal cases, such as the 
United States Federal Rules of Civil Procedure (FRCP), define rules for quickly 
finding and disclosing relevant information. Data security can’t interfere. 

Yet the variety of places where data can be compromised is increasing. As re-
ported in the 2008 American Bar Association Legal Technology Survey:

Use of laptop computers vs. desktop models jumped 14% from 2007 to 2008  ››
In 2008, 76% of respondents reported the availability of smart phones or Black ››
Berries at their firms, up from 55% in the 2007 survey and 49% in the 2006 survey. 
8% of respondents report that their firms have experienced a security breach ››

Even with this growth in potential points of data breach, few if any State Bar As-
sociations mandate specific data protection or privacy schemas. And yet, state 
and federal laws impose hefty penalties, liabilities, sanctions, and even impris-
onment of legal firm management when sensitive information is compromised 
under the wrong circumstances.

So it’s not surprising that most legal firms try to establish horizontal data secu-
rity practices that address a broad range of client needs. These best practices 
enable IT managers to: 

Establish IT best practices for assessing risks across all data storage elements ››
(e.g. laptops and USB sticks used as lawyers travel)
Devise documentation that illustrates compliance to a wide range of ››
mandates
Educate employees on data security››
Devise means for security to be user-friendly regardless of how tech savvy ››
they are (or aren’t) 
Schedule and run regular security audits with an eye to being ready at a ››
moment’s notice should a client firm be audited 
Regularly test that data secured is easily retrievable should it be required for ››
legal discovery or disclosure

LEGISLATION AND REGULATION
Following is a snapshot of regulations impacting law firms today:

US Federal Rules of Civil Procedure (FRCP) 
FRCP affects every business, organization, and person who may ever be 
involved in a federal court case. Such cases include law suits that cross state 
lines, actions by the Internal Revenue Service, and violations of federal compli-
ance regulations (such as HIPAA and Sarbanes-Oxley), immigration cases, and 
more. Heavy fines and non-monetary sanctions are in play if “electronically 
stored information” is not disclosed as mandated. FRCP also places a time limit 
for disclosure and stipulates retention schedules, including rules for when or 
how emails may be deleted. 

The disk is replaceable. 
The data is not.
Studies show that if you focus on lock-
ing down the disk, you’re not managing 
sensitive data appropriately. Instead, 
you need to quickly deploy security 
measures that fit your policies for data 
retention, use and access. The best way 
to do this is from one central console 
vs. multiple systems.

Policy enforcement should be  
automatic yet easy to modify. 
IT and Help Desk staff should have the 
powerful tools to detect data storage 
devices that need protection, modify 
policies on existing systems, lock down 
a stolen or lost device, and make other 
changes as security needs change.

Threats come from the inside and out.
Most university IT departments begin 
by providing physical safeguards to 
restrict data access. But strong yet 
flexible rules management combined 
with encryption, and port/ application 
controls will meet threats head on.

Lost laptops are not the only problem.
Your data security system should as 
easily manage data security on lap-
tops and PCs as it does iPODs or other 
media players, phones, USB sticks, CDs 
and other disk storage devices.

Strong security and weakened 
productivity do NOT go hand in hand.
Studies show that users require secu-
rity to be “easy to use.” The trick is to 
enforce compliance-grade endpoint 
security that is virtually invisible to the 
end user.

Flexible reporting is mandatory. 
Whether you’re meeting legislated 
audit requirements or your own en-
forcement tracking, reporting should 
be accessible via a web-based manage-
ment console or your chosen system 
management console. 

Secure AND recoverable. Period. 
Accidents happen. So having automatic 
backup of security keys & policies is  
a must.
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Health Insurance Portability and  
Accountability Act (HIPAA) 
First described in1996, the final HIPAA standards rules was published in 2003. 
HIPAA identifies a series of security procedures to assure the confidentiality of 
electronic health information. These procedures include administrative, techni-
cal and physical measures. Along with detailed security rules, HIPAA includes 
provisions to investigate complaints, collect information and determine a cov-
ered entity’s compliance.

Gramm-Leach-Bliley Act (GLBA) 
Under GLBA, the Federal Trade Commission (FTC) has Safeguards that require 
implementing security measures to protect “customer information” —infor-
mation such as names, addresses, account and credit information, and Social 
Security numbers. The FTC Safeguards cover both integrity as well as protec-
tion against unauthorized access to or use of such records. To attain a consent 
order from the FTC, a company must retain an independent professional to 
certify, within 180 days, that its information security program meets the stan-
dards listed in the order and also to make this certification every other year for 
ten years.

Sarbanes-Oxley Act of 2002
While not restricted to the legal industry, the Sarbanes-Oxley Act applies to all 
publicly traded firms, including law firms and their clients, by the end of 2009. 
Section 404 requires publicly owned companies to include both a management 
report and an auditor report on the effectiveness of its internal controls over 
financial reporting (ICOFR) within in its annual report. It also requires “full, fair, 
accurate, timely, and understandable disclosure,” making executives and finan-
cial officers personally responsible for audit requirements and timely reporting 
demands

The California Law on Notification of  
Security Breach (SB 1386) 
The California Law on Notification of Security Breach (SB 1386) relates more to 
disclosing a security breach vs. the security of the data itself. Notification could 
be delayed if there is a legitimate law enforcement agency determined that 
giving notice to the data subject would impede a criminal investigation. Notice 
may also be delayed if the organization suffering the breach is taking necessary 
measures to determine the scope of the breach and restore reasonable integrity 
to the system. Over 30 States have passed similar legislation.

The Payment Card Industry Data  
Security Standard (PCIDSS) 
If your legal firm takes credit cards for payment, then you is subject to the 
Payment Card Industry Data Security Standard (PCIDSS). The PCIDSS requires 
that all “merchants” accepting credit cards comply with a number of technical, 
physical, and administrative requirements. Failure to comply with the PCIDSS 
could result in large penalties and suspension of the right to use credit cards for 
payment purposes.

CREDANT delivers  
data security for today’s 
law firm
Automated endpoint data security 
administration, comprehensive report-
ing and the ability to quickly implement 
changes to address today’s data at rest 
security needs are available from CRE-
DANT software.

CREDANT’s policy-based Intelligent En-
cryption provides centrally-managed, 
highly scalable and architecturally 
flexible security needed to manage all 
data endpoints. CREDANT’s encryption 
software protects data on over 4.5 mil-
lion devices worldwide. More than 650 
enterprises and government agencies -- 
including 50 of the Global 500 – rely on 
CREDANT to ensure security compli-
ance, protect their brand and enhance 
IT and end user productivity. Previous 
generation technologies simply cannot 
keep pace with today’s wide variety of 
endpoints where data can be stored. 

Only CREDANT Mobile Guardian (CMG) 
ensures that your security policies are 
consistently and efficiently enforced – 
regardless of where the data resides. 
To learn more, go to www.credant.com.


