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We Protect What Matters

SOLUTIONS BRIEF

CREDANT Solutions for the UK Public Sector

IT security products sold to public entities in the UK

require the CCT Mark of assurance.

CREDANT SOLUTION

Backed by CCTM certification,
CREDANT Mobile Guardian (CMG)
provides Government entities with

IT security solutions that meet their
security requirements — regardless of
where the data resides.

Only CMG enables
organizations to:

> Encrypt and secure data across
multiple, diverse platforms from a
single console.

> Provide a transparent end-user
interface that supports user
productivity while keeping data safe.

> Create automatic activity reports
that record data access and offer
proof of end-to-end data security.

CMG's Intelligent Encryption
provides a centrally-managed,
highly scalable and architecturally
flexible solution to manage all data
endpoints. With CREDANT, public
and private organizations can:

> Deploy a highly scalable solution —
with minimal change to existing
IT infrastructures.

> Support the automatic generation
and escrow of encryption keys
by the server, reducing the risk of
unwarranted data access.

> Add data security with little or
no impact to end user or
IT productivity.
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Requirement overview

“Government information systems must use appropriate security products and
services which have a minimum assurance of the CCT Mark,” according to the
Central Sponsor for Information Assurance (CSIA) in the United Kingdom.

Awarded by the CESG, the National Technical Authority, certification for the
CCTM provides a Government quality mark for the public and private sectors
based on accredited, independent testing. The award is designed to prove the
validity of security functionality claims made by vendors. Simply put, the CCTM
helps assure public bodies that an IT product or service does “what it says on
the box”.

The CCTM is intended primarily for IT products and services to ensure that they
meet information assurance requirements at Government Impact Levels 1 and
2. Certification is required for purchases by central government entities. It also
applies to purchases by the wider public sector, particularly the National Health
Service (NHS), schools, local authorities, police departments and criminal jus-
tice entities.

Furthermore, the CCTM satisfies the minimum assurance requirements for use
in systems supporting the Transformational Government agenda.

Certified solutions with CREDANT

After rigorous government testing, CREDANT Technologies was awarded the
CCT Mark for the CREDANT Mobile Guardian (CMG) Enterprise Edition. Ths
award provides a seal of approval for Government entities to purchase CMG
security solutions.

In addition, CMG has been validated by the Common Criteria Evaluation and
Validation Scheme (CCEVS) process. Like the CCTM, this ensures both public
and private sector clients that CMG has passed the highest levels of scrutiny
and security testing.

CREDANT

More than 700 organizations -- including departments and agencies in some of
the world’s largest governments -- rely on CREDANT to protect data, ensure
security, and support IT-based productivity.

For more information:
www.credant.com
info@credant.com



