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REGULATORY OVERVIEW
The New York State Information Security Breach and Notification Act, passed 
in 2009, amended the State Technology Law (Section 208) and the General 
Business Law (Section 899-aa) to more clearly define the parameters of 
what constitutes a data breach. Most state information security laws grant 
organizations exemption from breach notification requirements if they are 
able to prove that the breached information was encrypted. 

However, the updated version of the New York Act now more clearly defines 
what constitutes “encrypted” data, making it more difficult for organiza-
tions to claim notification exemption. The Act defines encryption as private 
information, in storage or in transit, protected by encryption technology that 
is generally recognized in the IT industry, including:

›› The National Institute of Standards and Technology

›› The International Standards Organization

›› The Payment Card Industry Security Standards Council

One caveat is that if private information is acquired along with the key need-
ed for decryption, the acquired data is not considered to have been “encrypt-
ed,” and the organization involved is subject to notification requirements.

Under the new Act, a data breach is defined as unauthorized acquisition of 
computerized data that compromises the security, confidentiality or integ-
rity of private information maintained by a state entity. A violation happens 
when the information breached includes private information (a person’s 
name, symbol or mark) in combination with any one or more of the follow-
ing unencrypted items:

›› Social Security number

›› Driver’s license number or non-driver identification card number

›› Account number, credit or debit card number

Exemptions include data that is: 

›› Legally available to the general public from federal, state or local govern-
ment records

›› Acquired in “good faith” on behalf of the state agency and is not used for 
unauthorized disclosure

The judiciary and municipalities are not considered to be state entities.

CREDANT SOLUTIONS
CREDANT data security solutions ensure 
that encryption and security requirements 
are consistently and efficiently enforced—
regardless of where the data resides.

ONLY CREDANT ENABLES 
ORGANIZATIONS TO:

›› Encrypt and secure data across 
multiple, diverse platforms from a 
single console.

›› Create automatic audit trails that offer 
proof of end-to-end data security.

›› Provide a transparent end-user 
interface that supports user 
productivity while keeping data safe.

›› Choose from full-disk encryption 
(FDE), device-specific encryption, or a 
combination of both.

CREDANT data security solutions provide 
centrally managed, highly scalable and archi-
tecturally flexible security to manage all data 
endpoints. With CREDANT, organizations can:

›› Prove that data stored on lost or stolen 
devices is encrypted.

›› Prevent data from leaving the organization 
unprotected on removable media.

›› Safeguard data from unwarranted access, 
thus reducing risk of internal breaches.
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THE COMPLIANCE CHALLENGE
The Act requires state entities, individuals and businesses conducting 
business in NY that own or license computerized private information to 
disclose any breach to New York state residents, as well as:

›› The New York State Attorney General 

›› The NYS Office of Cyber Security & Critical Infrastructure Coordination 

›› The Consumer Protection Board 

In addition to the above, state entities must also notify non-residents, and 
they must notify consumer reporting agencies if more than 5,000 residents 
are affected.

CREDANT
As a proven expert in providing data security solutions to more than 700 
enterprises and government agencies around the world—including 50 of 
the Global 500—CREDANT is uniquely positioned to assist organizations 
in establishing a data security infrastructure that helps IT teams focus 
on business-critical operations and maintain productivity while meeting 
compliance requirements.


